Recent developments in reliability modeling and computer technology have made it practical to use the Weibull time to failure distribution to model the system reliability of complex fault-tolerant computer-based systems. These system models are becoming increasingly popular in space systems applications as a result of mounting data that support the decreasing Weibull failure distribution and the expectation of increased system reliability. This presentation introduces the new reliability modeling developments and demonstrates their application to a novel space system application. The application is a proposed guidance, navigation, and control (GN&C) system for use in a long duration manned spacecraft for a possible Mars mission. Comparisons to the constant failure rate model are presented and the ramifications of doing so are discussed.
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The combination of modeling spacecraft systems with the Weibull time to failure distribution and the modeling of cold or warm spares to reflect reduced power usage presents the reliability modeler with a very difficult mathematical model to evaluate. Such reliability models are non-Markovian because the model requires multiple clocks. One keeps track of component failures whose clock starts at the initiation of the mission and the others start when cold or warm Weibull spares are fully powered, i.e., when switched on. The general mathematical model which describes these systems is given by the Chapman-Kolmogorov equations.
Presently, the most general solution methodology for such models is the Monte Carlo simulation method. Although very powerful and general, the Monte Carlo simulation method has not been used for highly reliable or long duration systems because of the enormous computer resources required to evaluate these models. Two recent developments have mitigated this shortcoming: The most obvious is the availability of fast and inexpensive microcomputer systems whose computational speed is ever increasing and whose cost is increasing less proportionally. The second development which is less known is the probabilistic modeling technique called importance sampling. Although this technique has been available for at least two decades, its use has been limited. Importance sampling is a variance reduction technique. This technique allows the efficient sampling of failure events that have very long mean times to failure and reduces the spread (variance) of predicted system failure events; thus giving greater confidence for the predicted mean value (system reliability). The increased sampling efficiency reduces computational time and cost and increases the precision of the computed results.
Importance sampling requires the user to specify certain biasing values. In the general application of importance sampling, the best assignment of these biasing values is difficult to derive, and the success of the technique hinges critically on the correct choice. This problem has been an important factor in limiting the use of importance sampling. The Monte Carlo integrated Hybrid Automated Reliability Program (MCI-HARP) has sidestepped this difficulty by requiring a specific system model. The system model is always a Markov chain without repair. The Markov chain can more generally be semi-Markov w i t h non-constant failure rates. Because Markov chain models can be huge and difficult to specify, MCI-HARP uses the fault tree notation instead. Moreover, the fault tree notation includes order dependent gates to increase the modeling flexibility and power. This notation is completely compatible with HARP, so for fault tree models that HARP can solve, MCI-HARP can also solve them. The dualism of solution techniques can be useful for verification of the model solution.
The Monte Carlo simulation offers one other important feature necessary for modeling today's complex systems that often involve order dependent failures.
Because the technique searches through the fault tree to determine the system state, it i s unnecessary to store the system transition matrix in memory. The number of elements in the transition matrix is given by 2m for N system components; and even with sparse matrix techniques, analytical solutions quickly become limited by computer memory resources for modest to large system models. The WARP program has this limitation which it attempts to minimize by using a number of approximation techniques including truncation-bounding and behavioral decomposition. HARP). With a working program on hand, Boyd and I used MCI-HARP to explore the effects of decreasing failure rates with warm and cold spares on a Jet Propulsion Laboratory's proposed GN&C system, a 3-dimensional hypercube faulttolerant system. The details of the study can be found in the 1993 RAMS proceedings; however, some of the results are worth mentioning here.
Although the study examined the system reliability for missions times of 1 to 10 years, 10 years was considered the target mission time. An acceptable GN&C unreliability for a 10 year mission was specified to be less than 50%, i.e., a reliability greater than or equal to 50%. When all components were assigned constant failures rates (CFR) and all spares were hot, the system unreliability was computed to be 63%, confirming our previous studies which also predicted an unacceptable unreliability. Using decreasing failure rates (DFR) with hot spares and a conservative shape value of 0.5, a three orders of magnitude improvement was computed with an unreliability of 0.078%, clearly demonstrating the beneficial effect of DFRs. That's not to say that such an improvement can actually be obtained. The important point to note here is the potential for reliability gain when using DFRs. Actual gains will depend on the accuracy of the DFR data. In this study, we assumed the initial instantaneous failure rate was equal to a component's CFR, thus the instantaneous failure rate of the DFR will always be lower than the CFR after the initial mission time. Whether or not this assumption is reasonable, is yet to be determined. Why do these results run counter to one's intuition? In the CFR cold spare model, a spare is mathematically considered to be brand new on switch-in with the same failure rate as the hot spares. With DFR spares, the cold DFR spare is also considered to be brand new, but its instantaneous failure rate at switch-in is at its maximum while the hot operating components (including hot operational spares) have lower instantaneous failure rates. Another interesting observation results from this study -although using cold CFR spares are not physically realistic, models using them produce an optimistic reliability prediction -the best possible reliability prediction. This property, however, does not apply to cold DFR spare models because the instantaneous failure rate of a warm spare will be less than that of a cold DFR spare when it becomes operational.
One concludes from these studies that DFR models predict substantially greater reliability than do CFR models and that the use of Monte Carlo simulation with importance sampling makes it possible to examine these trade-offs. Moreover, the reliability analyst must be mindful of the counter intuitive properties of DFX models and attempt to model such systems with warm spares in lieu of cold spare models to obtain accurate predictions.
With recent renewed interest in a manned mission to Mars, proposed GN&C systems for this type of application should include DFR models, and capabilities l i e MCI-HARP will make the reliability evaluation practical and meaningful.
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